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Introduction
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E-Mobility is an important technology for reducing emissions

E-Mobility in the fast lane

In 2020, the number of newly registered electric vehicles (EV)

in Germany increased by +206 percent

Target of 7 to 10 million registered EVs in Germany can be 

achieved by 2030

Future EVs will drive autonomously and charge themselves 

Requires smart charging

Satisfy user requirements

Demand response and load management

Vehicle-to-Grid (V2G)

➔ Information and communication technology (ICT) required

Motivation
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Source: https://www.forbes.com/sites/jamesmorris/2020/08/01/evs-

are-not-a-problem-for-the-electric-grid-they-are-the-solution/



New security and privacy threats arise  

Safety-adverse effects

Financial damage

Privacy loss

Current protocols and standards require improvements

Insufficient (or sometimes no) security 

No cryptographic agility

No verification of the trustworthiness of a system

No privacy protection

…

Problem
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Source: http://ccc.de/en/updates/2017/e-motor

Source: 
https://www.forbes.com/sites/oliverwy
man/2019/05/15/as-more-evs-hit-the-
road-blackouts-become-
likely/?sh=628ea8f9dc30

Source: https://insideevs.com/news/423581/
severe-electric-car-fire-explosion-charging/



Current State of the Art
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E-Mobility Charging Architecture 
(simplified)
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EV

OEM MO

CP

ISO 15118

Electric Vehicle 
(including Electric Vehicle

Communication Controller 

EVCC and Battery 

Management System BMS)

Original Equipment 

Manufacturer of EV

Charge Point
(including Supply Equipment 

Communication Controller SECC)

Mobility 

Operator

Charge Point Operator,

Contract Clearing House,

Certificate Provisioning Service,

Energy Supplier,

…

Contract



E-Mobility Charging Architecture 
(more details)
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EV

OEM MO

CP

Certificate Provisioning Service (CPS)

OEM Prov. Certificate Pool

Contract Certificate Pool

ISO 15118

Contract

EIM

CPO

CCH

OCPP

IEC 63110 OSCP

OSCP

OCHP, OICP

IEC 63119

OCHP, OICP

IEC 63119

OCPI

CCH: Contract Clearing House

CPO: Charge Point Operator

DSO: Distribution System Operator

EIM: External Identification Means

OCPP: Open Charge Point Protocol

OCPI: Open Charge Point Interface

OICP: Open InterCharge Protocol

OCHP: Open Clearing House Protocol

OSCP: Open Smart Charging Protocol

DSO



E-Mobility Communication Protocols
(Selection of most relevant)
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Protocol Transport Security Privacy Communication Partners

ISO 15118 V2GTP, EXI TLS none EV - CP

NEMA EVSE 1.2 ISO 14443 ISO 7816-4 none RFID card - CP

OCPP 1.6-S HTTP, XML, SOAP none none CP - CPO

OCPP 1.6-J HTTP, JSON over 

Websockets

TLS none CP - CPO

OCPP 2.0.1 HTTP, JSON over 

Websockets

TLS none CP - CPO

OCPI 2.2 HTTP, JSON, REST TLS none MO - CPO 

OCHP 1.4 SOAP WS-Security none MO - CCH, CPO - CCH

OICP 2.2 HTTP, SOAP, REST none none MO - CCH, CPO - CCH

OSCP 2.0 JSON / REST TLS none CPO - DSO



ISO 15118
Overview
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ISO 15118 standard published in 2014 [ISO14]

Vehicle to grid communication interface

Dynamic exchange of charging information between EV and CP

Enables (“grid-friendly”) negotiation of charging parameter, schedule etc.

Supports EIM, e.g., RFID cards

Enables Plug-and-Charge (PnC)

Security is based on digital certificates

TLS 1.2 channel between EV and CP (CP authentication)

EV authentication on application layer using EV credentials

ISO/FDIS 15118-20 (2nd Edition of ISO 15118)

FDIS registered for formal approval in October 2021

Improved security



ISO 15118 
Certificate Handling
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ISO 15118
Processes
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4. CertInstallReq
EV

1. Stores Provisioning Credentials

4. Signs CertInstallReq with Provisioning Key

8. Decrypts Contract Key with Provisioning Key

8. Stores Contract Credentials

9. Signs Challenge with Private Contract Key

OEM MO

CP

1. Generate Provisioning Credentials:
• Provisioning Certificate ID (PCID)
• Provisioning Key Pair
• Provisioning Certificate

3. Generate Contract Credentials:
• e-Mobility Account ID (EMAID)
• Contract Key Pair
• Contract Certificate

5. CertInstallReq

9. PnC Session

7. CertInstallRes

8. CertInstallRes

6. Encrypt Private Contract Key with 

EV’s Public Provisioning Key

Includes Contract Certificate 

and Encrypted Contract Key

Includes Provisioning 

Certificate



E-Mobility Security and Privacy Threats
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Attack Points
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Attacks on Charging Cards [Dal17]

Insecure charging cards

Use of (public) card ID (ID Tag) for billing 

Use of broken Mifare Classic chip

Charging cards can be easily copied 

IDs can be guessed

Threat

Charge to another’s account

…

Attack Point: EIM
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Contents of NewMotion Charging Card [Dal17]



Attacks on (insecure) backend communication

Backend communication (was) often not secured, e.g.,

Communication between CP and CPO via insecure OCPP 1.5 / 1.6-S

Unencrypted transmission of ID Tag [Dal17]

…

Threats

Charge to another’s account (or for free)

Prevent charging

Analyze user (privacy)

…

Attack Point: Backend Communication
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Attacks exploiting CP vulnerabilities

Exploit insecure USB update mechanism [Dal17]

Exploit insecure authentication, 

e.g., use vehicle MAC address [Dal17]

Exploit hard-coded credentials and other

vulnerabilities [Sch18]

…

Threats

Influence power grid

Charge to another’s account (or for free)

Prevent charging

Analyze CP user (privacy)

…

Attack Point: Charge Point
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Attack on Keba P30 via insecure USB update [Dal17]

Security Notification – EVLink Parking
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Attacks

Vulnerability in the infotainment system of a Tesla Model 3 in 2019

Vulnerability in the infotainment system of Volkswagen and Audi in 2018

Remote hack of a Tesla Model S in 2016

Insecure smartphone app for Nissan Leaf in 2016

Remote hack of a Jeep Cherokee in 2015

…

Threats

Charge to another’s account

Share a contract

Drain battery 

Influence power grid

…

Attack Point: EV 
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Source: http://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/

Nissan Leaf App / VIN-based Authentication



Attacks

Shortcomings of ISO 15118 (cf. for example [BVWS18])

TLS not mandatory 

No requirements for secure key generation and storage

No end-to-end security

No real cryptographic agility, fixed cipher suites

TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256

Skimming / Man-in-the-Middle attacks 

Wireless attacks on Wi-Fi communication in case of inductive charging

Threats
Charge to another’s account
Share a contract

Prevent charging

Analyze user (privacy)

…

Attack Point – EV-CP Communication
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MitM Attack Preventing Charging
Source: https://www.swri.org/press-release/electric-vehicle-charging-cybersecurity-vulnerabilities



Source: Entega

Safety-adverse effects
Triggering fire event

Influence power grid

Disabling safety measures

...

Financial damage
Charge to another’s account
Charging for free

Prevent charging

Damage EV battery or reduce lifetime / capacity

Damage CP

Manipulate billing

...

Privacy loss
Generation of movement profiles

Analysis of time and location of the used CPs

…

Resulting Threats
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Source: https://insideevs.com/news/423581/
severe-electric-car-fire-explosion-charging/



Impact of e-mobility-based attacks on power grid resilience [KK21]

Framework for simulating and analyzing how e-mobility-based attacks can cause power outages

At what times of a day are attacks most easily carried out?

How many compromised CPs and EVs are needed for successful attacks?

How much time is available to respond to attacks before a power outage occurs?

Example: Influence Power Grid
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Base Grid Load Compared to Outage % in MV Oberrhein Scenario 2030 at 50% Compromise Outage over Time at Different Compromise %

[KK21] D. Kern, C. Krauß. Analysis of E-Mobility-based Threats to Power Grid Resilience, 

In ACM Computer Science in Cars Symposium (CSCS), 2021. to appear



None of the current PnC protocols define privacy-preserving measures

Involved entities gain knowledge of a lot of personal data which is not required for their operation

No compliance with European GDPR rules

Privacy threats

Generation of movement profiles

Analysis of time and location of the used CPs

Privacy extension currently only proposed from 

researchers, 

Example: Privacy-preserving billing process using

Direct Anonymous Attestation (DAA) [ZSZK18]

Example: Privacy Threats
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Example: Personal Data in PnC [ZSZK18]
[ZSZK18] D. Zelle, M. Springer, M. Zhdanova, C. Krauß. Anonymous 

Charging and Billing of Electric Vehicles, ARES, 2018.



Securing ISO 15118 Credentials
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Attack Point: EV
Unauthorized Extraction of Credentials
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EV

OEM MO

CP

ISO 15118

Stores

• Provisioning Credentials

• Contract Credentials

Secure

Trusted

Physical Access

Extract Stored 
Data

Offline Attacks 
Against Flash

Runtime Attacks 
Against RAM

Extract 
Credentials

Impersonate 
Legitimate 

User



TrustEV [FKKZ20a]

Security architecture for secure provisioning, 

storage, and usage of PnC credentials in an EV

Approach

Use of a Hardware Trust Anchor: TPM 2.0

Trust establishment

No firmware manipulation

No illegitimate extraction of sensitive data

Secure cryptographic operations

Secure Key Storage and Key Usage Authorization

Secure Key Provisioning

New X.509 certificate extension

(Backwards compatible ) protocol extension

conformant to ISO 15118

Minimal Overhead

TrustEV – Overview
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Source: https://www.automotiveworld.com/news-releases/a-safe-for-

sensitive-data-in-the-car-volkswagen-relies-on-tpm-from-infineon/

[FKKZ20a] A. Fuchs, D. Kern, C. Krauß, M. Zhdanova. TrustEV: Trustworthy 

Electric Vehicle Charging and Billing. 35th ACM/SIGAPP Symposium 

on Applied Computing (SAC) - Computer Security (SEC), 2020



TrustEV – TPM 2.0 Basics 
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TrustEV – Processes 
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4. CertInstallReq

9. PnC Session

8. CertInstallRes
EV

OEM MO

CP

1. Generate Provisioning Credentials:
• Provisioning Certificate ID (PCID)
• Provisioning Key Pair
• Provisioning Certificate

5. CertInstallReq

7. CertInstallRes

6. Encrypt Private Contract Key with 

EV’s SRK and Seal it to Policy PCR

TPMStorage Root 
Key (SRK)

Provisioning 
Key

Contract Key

Sign 
CertInstallReq

Policy 
PCR

Sign Challenge
Policy 

PCR

TPM Internal

Certificate

Extension:
• Public SRK
• Policy PCR

Includes Provisioning 

CertificateIncludes Contract Certificate 

and Encrypted Contract Key



Attack Point: Backend Systems 
Unauthorized Extraction of Credentials
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EV

OEM MO

CP

ISO 15118

Secure

Remote Attack

Extract Stored 
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APT

Exploit 
Vulnerabilities
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Credentials

Impersonate 
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User



HIP / HIP 2.0 [FKKZ20b, FKKZH20]

Improvement of TrustEV for secure generation, 

storage, provisioning, use, and revocation of PnC credentials

Protection against backend compromise 

Secure keys generation in the TPM of the EV

Private keys never leave the TPM

Only public keys are stored in backends

Backwards compatible

HIP 2.0 provides additional features, e.g.,

Supporting the use of certificate pools

Easy integration into existing Certificate Authorities (CAs) and

processes such as Certificate Signing Requests (CSRs)

HIP / HIP 2.0 – Overview
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[FKKZ20b] A. Fuchs, D. Kern, C. Krauß, M. Zhdanova. HIP: HSM-based Identities for Plug-and-Charge. 

13th International Conference on Availability, Reliability and Security (ARES), 2020

[FKKZH20] A. Fuchs, D. Kern, C. Krauß, M. Zhdanova, R. Heddergott. HIP-20: Integration of Vehicle-

HSM-Generated Credentials into Plug-and-Charge Infrastructure, In ACM Computer Science 

in Cars Symposium (CSCS), 2020.



HIP – Processes 
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8. CertReq
EV

OEM MO

CP

2. Send Public 

Provisioning Key 

and Public SRK 

9. CertReq

11. CertRes

12. CertRes

10. Generate Contract Certificate 

and Encrypt It with Public SRK

ISO 15118

TPM Internal
13. Decrypt 
Certificate

TPMStorage Root 
Key (SRK)

Provisioning 
Key

Contract Key

7. Sign 
CertReq

Policy 
PCR

14. Sign 
Challenge

Policy 
PCR

14. PnC Authentication
Includes Public 

Contract Key

Includes Encrypted 

Contract Certificate

4. Provide 

Provisioning 

Certificate

3. Generate Provisioning Certificate 

with Certificate Extension:
• Public SRK and Policy PCR

1.

6.

TPM Internal
Storage Root 

Key (SRK)

Provisioning 
Key

Contract Key

Policy 
PCR

Policy 
PCR

Platform 

Configuration 

Registers 

(PCRs)



Trust EV and HIP / HIP 2.0 ISO 15118 Extension

TPM 2.0-based security architecture

Protection of ISO 15118 PnC credentials

Secure key storage with TrustEV in the EV

Secure key generation in the EV with HIP / HIP 2.0 

Key usage authorized to trustworthy EVs only

Seamless integration 

Compatibility to ISO 15118

Minimal overhead

Backwards compatible

Changes proposed to ISO standardization 

(parts have been included in 2nd Edition of ISO 15118)

Summary
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EVCC

TPMPLC
SECC

Demonstration and Evaluation PoC



Conclusion & Future Work
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Electric mobility will be important part of our mobility

Many attacks may be possible

Attacks on billing

Attacks on privacy (movement profiles)

Attacks on the power grid

…

We developed hardware-assisted security and trust solutions for

Protecting ISO 15118 PnC credentials (in EV and backend) [FKKZH20, FKKZ20a, FKKZ20b]

Ensuring the trustworthiness of EVCC and BMS [FKKZ20c]

Privacy-preserving billing using DAA [ZSZK18]

Securing CPs [KKZ19]

…

Parts of our research were adopted in the 2nd Edition of ISO 15118

Conclusion
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Security and privacy requires additional research 

Reliable threat models and impact analyzes (e.g., on power grids)

Improved security protocols, e.g., alternative authentication based on Self-Sovereign Identities

Integration of cryptographic agility and use of post quantum cryptography (PQC) 

cf. for example our work on post quantum TLS on embedded systems [BKNS20]

(Formal) analysis of e-mobility communication protocols

cf. for example our work on formal analysis of SecOC [LZK20] and SOME/IP [ZKLK21]

Adaption and integration of the research results into upcoming standards

Future Work
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