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Motivation [-1 INCYDE

Pressemitteilung Nr. 01/2021 - Elektromobilitdt in Deutschland auf der
Uberholspur

Ausgabejahr 2021
Datum 06 012021

B E-Mobility in the = =

O is an important technology for

B In 2020, the number of newly registered electric vehicles (EV)
in Germany increased by

2021_E_Antrieb.html

B Target of registered EVs in Germany can be et i A,

1

a C h i eve d by Klgimwagen mit battenesleitrizchem Antrieb stellen mit 28,9 Prozent das

Jahres 2020 dag Aul das Segment der SUIY mit batbenssleidischam

Forbes

Bl Future EVs will drive and

Source: https://www.kba.de/DE/Presse/Pressemitteilungen/2021/

n Piow entfial der prof
2% | +233,8 %) und Tesla (8.6 %

Allgemein/pm01

o r . EVs Are Not A Problem For The
equires Electric Grid, They Are The Solution

B Satisfy ﬂ e

n a n d One of the stock arguments you will hear against the wide adoption of electric
vehicles is about how the power supply grid is going to cope with all these high-
n voltage devices drawing current to recharge. A home EV charging station will
require somewhere between 2kW and 7kW when it is replenishing a car battery. If
all EVs are plugged in at once, surely the grid will collapse and power stations will
9 I n fo rm atio n a n d CO m m u n icati O n tec h n O logy ( I CT) req u i red be overextended? Dogs and cats will live together, and mass hysteria will break out?
But not only is this a complete misunderstanding of EV charging habits, it could be

getting things completely the wrong way round. Here's why.

Source: https://www.forbes.com/sites/jamesmorris/2020/08/01/evs-
©C. Kraul | INCYDE | HDA are-not-a-problem-for-the-electric-grid-they-are-the-solution/ 5



] INCYDE

= | -adverse effects
= | damage
Forbes
n IOSS As More EVs Hit The Road, Blackouts

Become Likely

Source: https://insideevs.com/news/423581/ & s
severe-electric-car-fire-explosion-charging/

Chaos Computer Club hacks e-motor charging stations

B Current protocols and standards require
B Insufficient (or sometimes no) security
No cryptographic agility
No verification of the trustworthiness of a system

No privacy protection Source:

=
=
n https://www.forbes.com/sites/oliverwy
man/2019/05/15/as-more-evs-hit-the-
n road-blackouts-become-
likely/?sh=628ea8f9dc30

Source: http://ccc.de/en/updates/2017/e-motor
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E-Maobility Charging Architecture 1 INCYDE

(simplified)

Original Equipment OEM MO /‘ Mobility
Manufacturer of EV o 7\ Operator
[ = =
Contract|= _
=l Charge Point Operator,
Contract Clearing House,
Certificate Provisioning Service,
Energy Supplier,
Electric Vehicl L |
ectricVehicle  [——] | —
EV cp Charge Point

(including Supply Equipment
Communication Controller SECC)

(including Electric Vehicle
Communication Controller (.‘: ISO 15118
EVCC and Battery @

Management System BMS)

Kl

©C. KrauR | INCYDE | HDA 8



E-Mobility Charging Architecture
(more details)

] INCYDE

Certificate Provisioning Service (CPS)
OEM Prov. Certificate Pool
Contract Certificate Pool

©C. KrauR | INCYDE | HDA

CCH: Contract Clearing House
CPO: Charge Point Operator

DSO: Distribution System Operator
EIM: External Identification Means
OCPP: Open Charge Point Protocol
OCPI: Open Charge Point Interface
OICP: Open InterCharge Protocol

OEM MO CCH OCHP: Open Clearing House Protocol
~a» /= | OCHP, OICR I\ OSCP: Open Smart Charging Protocol
m IEC 63119

Contract _§@ = A-
OCPI
O D EIM OCHP{OICP~_oscp
/ IEC6B119
v -“§“““-—§‘___““* Y o N
Ev cP cPO 7B
OCPP i ]
ISO 15118 < > I\ >
i < > IEC 63110 oscP g E



E-Mobility Communication Protocols 1 INCYDE

(Selection of most relevant)

SO 15118 V2GTP, EXI TLS none EV-CP

NEMAEVSE 1.2 1SO 14443 ISO 7816-4 none RFID card - CP

OCPP 1.6-S HTTP, XML, SOAP none none CP-CPO

OCPP 1.6-J HTTP, JSON over TLS none CP-CPO
Websockets

OCPP 2.0.1 HTTP, JSON over TLS none CP-CPO
Websockets

OCPI 2.2 HTTP, JSON, REST TLS none MO - CPO

OCHP 1.4 SOAP WS-Security none MO - CCH, CPO - CCH

OICP 2.2 HTTP, SOAP, REST none none MO - CCH, CPO - CCH

OSCP 2.0 JSON / REST TLS none CPO -DSO

©C. KrauR | INCYDE | HDA 10



1S0 15118 -1 INGYDE

Overview

B ISO 15118 standard published in 2014 [ISO14]

B Vehicle to grid communication interface

B Dynamic exchange of between EV and CP

B Enables (“grid-friendly”) negotiation of charging parameter, schedule etc. o

B Supports EIM, e.g., RFID cards

B Enables

B Security is based on
= | channel between EV and CP (CP authentication)

B EV authentication on application layer using EV credentials

B ISO/FDIS 15118-20 (2"d Edition of ISO 15118)

B FDIS registered for formal approval in October 2021 A i
g R S [ T =J_|
B Improved security T —— o

©C. KrauR | INCYDE | HDA 11



1S0 15118 -1 INGYDE

Certificate Handli

» mandat

ory certdfication

i certification
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Certificate | : E y . A Seay : A 4
Low Al
] .
CPO Sub-CA 1 Prov Sub-CA 1 MO Sub-CA 1 OFM Sub-CA 1
|‘ !
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I , 4 A 4 \ 4
! >
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1S0O 15118
Processes

] INCYDE

1. Generate Provisioning Credentials:
Provisioning Certificate ID (PCID)
Provisioning Key Pair
Provisioning Certificate

OEM

1. Stores Provisioning Credentials

4. Signs CertInstallReq with Provisioning Key
8. Decrypts Contract Key with Provisioning Key
8. Stores Contract Credentials

9. Signs Challenge with Private Contract Key

6. Encrypt Private Contract Key with
EV’s Public Provisioning Key

4. CertInstallReq

A 4

MO

I\

i

v

mmﬁ\

A
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A

Inc

Includes Provisioning
Certificate

and Encrypted Contract Key

\4

E-

e-Mobility Account ID (EMAID)
Contract Key Pair

3. Generate Contract Credentials:
* Contract Certificate

7. CertinstallRes

13
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Attack Points -1 INCYDE

CCH: Contract Clearing House
CPO: Charge Point Operator

DSO: Distribution System Operator
EIM: External Identification Means
OCPP: Open Charge Point Protocol
OCPI: Open Charge Point Interface
OICP: Open InterCharge Protocol

OEM Prov. CeSjficate Pool
Contract CertMcate Pool

Certificate Provis%g Service (CPS)

0 CCH OCHP: Open Clearing House Protocol
OCKR, OICR OSCP: Open Smart Charging Protocol
sl | IECRS119 o u
ZZZZaX]
Contract =N

O EIM

©C. KrauR | INCYDE | HDA 15



Attack Point: EIM 1 INCYDE

B Attacks on Charging Cards [Dal17]

a
B Use of (public) card ID (ID Tag) for billing
B Use of broken Mifare Classic chip

B Charging cards can be easily copied
B IDs can be guessed
B Threat

B Charge to another’s account

Contents of NewMotion Charging Card [Dal17]

©C. KrauR | INCYDE | HDA 16



Attack Point: Buckend Communication 1 INCYDE

Charge Point Central System
| [}

i - Authorize.req(id-tag) _}”‘_

B Backend communication (was) often not secured, e.g., P —

B Attacks on (insecure) backend communication

B Communication between CP and CPO via insecure OCPP 1.5/ 1.6-S

StartTransaction.Req(con, id-tag, time, meterstart)

n Of ID Tag [DallY] StartTransaction.conf(tx-id, status)
<
= I 7 i
B Threats
<s:complexType name="AuthorizeRequest™>
B Charge to another’s account (or for free) <s:sequence>
. <s:element name="idTag" type="tns:IdToken" minJccurs="1" maxOccur

B Prevent charging s="17/>

</sisequences

B Analyze user (privacy)
= |

</sicomplexType>

<s:simpleType name="IdToken">
¢s:restriction base="s:string":
<s:maxlength value="28"/>
<fs:restrictionz

<fs:simpleTypex

©C. KrauR | INCYDE | HDA 17



Attack Point: Charge Point 1 INCYDE

BLOG: AUTOMOTIVE SECURITY

Smart car chargers. Plug-n-play

B Attacks exploiting CP vulnerabilities for hackers?
B Exploit mechanism [Dall7]
= | EXplOlt ’
e.g., use vehicle MAC address [Dal17] T
B Exploit and other i
vulnerabilities [Sch18]
=
B Threats

. S ity Notification - EVLink Parki
B Influence power grid ecurity Notification ink Parking

B Charge to another’s account (or for free) r1;DR
B Prevent charging
B Analyze CP user (privacy)

Source: https://www.pentestpartners.com/security-blog/smart-car-chargers-plug-n-play-for-hackers/

Attack on Keba P30 via insecure USB update [Dal17]
© C. Krouf | INCYDE | HDA 18



Attack Point: EV -1 INCYDE

HACKRERS REMOTELY KILL A JEEP ON THE

B Attacks HIGHWAY—WITH ME INIT
B Vulnerability in the of a Tesla Model 3in 2019 TR
B Vulnerability in the of Volkswagen and Audi in 2018
= | of a Tesla Model Sin 2016
(= | for Nissan Leaf in 2016
= | of a Jeep Cherokee in 2015
= I

B Threats

B Charge to another’s account
B Share a contract

B Drain battery

B Influence power grid

o ..

© C. Krouf3 | INCYDE | HDA Nissan Leaf App / VIN-based Authentication 19



Attack Point - EV-CP Communication 1 INCYDE

B Attacks

B Shortcomings of ISO 15118 (cf. for example [BVWS18])
B TLS not mandatory
B No requirements for secure key generation and storage
B No end-to-end security

B No real cryptographic agility, fixed cipher suites
B TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256
B TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256

B Skimming / Man-in-the-Middle attacks

B Wireless attacks on Wi-Fi communication in case of inductive charging
B Threats
B Charge to another’s account

B Share a contract ' _ .
B Prevent charging MitM Attack Preventing Charging

Source: https://www.swri.org/press-release/electric-vehicle-charging-cybersecurity-vulnerabilities
B Analyze user (privacy)

©C. KrauR | INCYDE | HDA 20



Resulting Threats -1 INCYDE

Triggering fire event
Influence power grid
Disabling safety measures

o damage
Charge to another’s account -
Charging for free LEAVI;EEQRTE :
Prevent charging e it ntervegs,
Damage EV battery or reduce lifetime / capacity
Damage CP

Manipulate billing

Cancra 01

LI -
Ory

= Source: https://insideevs.com/news/423581/
severe-electric-car-fire-explosion-charging/

O loss
Generation of movement profiles
Analysis of time and location of the used CPs

©C. KrauR | INCYDE | HDA 21



Example: Influence Power Grid -1 INGYDE

B Impact of e-mobility-based attacks on power grid resilience [KK21]

B Framework for simulating and analyzing how can cause
B At what times of a day are attacks most easily carried out?

B How many compromised CPs and EVs are needed for successful attacks?

a0 100

B How muchtime is available to respond to attacks before a power outage occurs? " : : -

"o g e gl i 85

B * 5 s 8 s .- . - P . . 80

70 4 it E 75

Total Po o b 2 "‘.. ...... z i i % 70
Winter Spring Summer Autumn ;:w’m;::; ?.m::im B0 1 ® [ ) . - 65 w8
0 5 Immediate balanced iz s - B0 “'u
From O to 24 at hame & gp | . 55 2
I'run.z_'taaxlhomc o - E
> 49 20 wio EV Loads g &;‘ ia 8 50 g

}—_— & 2 40 4 bt 45
= % o o £
S 1s§ B 40 g

4 3 30 1 A%

5 2 30

é 1Dé t : : i I 25

E 5 20 - o

A Mean Total Outage 15

—— |rm ediate full capacity
i / | — I ediste balance 1(} 1
A 2 N AN Y, = e 10
cooloooooco ocoooo ocoocooooloooooo cooocoolpoocoglooocon coogoo .= 0 oQ === From 23 to 8 at haome
] ! ! 4] 1 2 3 4 5 6 7 8 9 10
Timeins
Base Grid Load Compared to Outage % in MV Oberrhein Scenario 2030 at 50% Compromise Outage over Time at Different Compromise %

[KK21] D. Kern, C. Kraul. Analysis of E-Mobility-based Threats to Power Grid Resilience,
In ACM Computer Science in Cars Symposium (CSCS), 2021. to appear

©C. KrauR | INCYDE | HDA
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Example: Privacy Threats -1 INGYDE

n] of the current PnC protocols
B Involved entities gain knowledge of a lot of personal data which is not required for their operation

B No compliance with European GDPR rules

B Privacy threats EV | Ch/CPO | CCH | MO

CDR v v v

B Generation of movement profiles Charging Parameters | < 7
B Analysis of time and location of the used CPs Contract Certificate | v v
EMAID v v v v

O currently only proposed from EVCCID 7 7
researchers, EVSEID 7 7 7 7
B Example: Privacy-preserving billing process using Location v v v v
Direct Anonymous Attestation (DAA) [ZSZK18] MeterID v v v v
Power Consumption | v v v v
Time v v v v

[ZSZK18] D. Zelle, M. Springer, M. Zhdanova, C. Kraul. Anonymous

Charging and Billing of Electric Vehicles, ARES, 2018. Example: Personal Data in PnC [Z5ZK18]

©C. KrauR | INCYDE | HDA 23
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Attack Point: EV -1 INCYDE

Unauthorized Extraction of Credentials

A

Trusted >

Secure —>%)
\ 4 /O 1
/Jﬁ ! cp
i < ISO 15118 > }H
Stores X @

A

Provisioning Credentials
Contract Credentials : Offline Attacks
Physical Access

Impersonate
Extract . "
_ . Legitimate
Runtime Attacks Credentials User

Against RAM

Against Flash
Extract Stored
Data

©C. KrauR | INCYDE | HDA 25



TrustEV - Overview I:1 INCYDE

B TrustEV [FKKZ203a]

B Security architecture for A safe for senSitive data in

inan EV

B Approach

B Use of a Hardware Trust Anchor: TPM 2.0 the car: VOIkswagen relies

B Trustestablishment

L
B N frmare manipator on TPMfrominfineon
B Noillegitimate extraction of sensitive data
B Secure cryptographic operations Volkswagenis one of the first car makers to deploy the OPTIGA™ Trusted Platform
B Secure Key Storage and Key Usage Authorization | Nodule (TPM) 2.0 from Infineon Technologies AG as a security solution for the
B Secure Key Provisioning connectedcar
B New X.509 certificate extension Source: https://www.automotiveworld.com/news-releases/a-safe-for-
@ January 25th, 2019 sensitive-data-in-the-car-volkswagen-relies-on-tpm-from-infineon/

B (Backwards compatible ) protocol extension
conformant to ISO 15118

B Minimal Overhead

[FKKZ20a] A. Fuchs, D. Kern, C. Kraul3, M. Zhdanova. TrustEV: Trustworthy
Electric Vehicle Charging and Billing. 35th ACM/SIGAPP Symposium
on Applied Computing (SAC) - Computer Security (SEC), 2020

©C. KrauR | INCYDE | HDA 26



TrustEV - TPM 2.0 Basics 1 INCYDE

Protected Key Hierarchy Enhanced Authorization Measured Boot
( )
0S B,
______________________________________ N Y
- A
' [ Storage Root Key . 4 ' )
(SRK) - @2 Kernel B,
. Local - /\y\ _ y
+ Generation ) ; ~ - -
; Provisioning ¢y h(B,)
: Key . Policy PCR Platform | HasM=s 4 Bootloader B,
I e ! Configuration N - J
: : ¢ : Registers Hash(g | ( 5 N
+  Direct ' (B,)
" Import Contract Key £}< Policy PCR (PCRs) e BIOS B,
R 1 1 s S DD DD D N : ~ % h A g
&,5@ :
> | Root of Trust for

Measurement |B,
(RTM)
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TrustEV - Processes 1 INCYDE

6. Encrypt Private Contract Key with
EV’s SRK and Seal it to Policy PCR

A 4

OEM MO
Certificate 7\
Extension:
*  Public SRK
* Policy PCR 1. Generate Provisioning Credentials:
* Provisioning Certificate ID (PCID)
* Provisioning Key Pair
* Provisioning Certificate
7. CertInstallRes
v £ 4. CertinstallReq e
EV | CP
S o Toa TPM Internal < mm\
TPM |
[ Key (SRK) ] & > udes Provisiom\ > }H
, _ N : Includes Contract Certificate
|_| Provisioning Policy Sign and Encrypted Contract Key
\ Key PCR CertInstallReq
, .\
— Contract Key|[ ¢ Felley Sign Challenge
L PCR
Vv

© C. KrauR | INCYDE | HDA 28



Attack Point: Backend Systems -1 INGYDE

Unauthorized Extraction of Credentials

OEM MO

< Secure p—

i < ISO 15118
>

Remote Attack Impersonate
Access to all T
Extract Stored Exp10|t Credenriale Legitimate
Data Vulnerabilities User

©C. KrauR | INCYDE | HDA 29



HIP / HIP 2.0 - Overview 1 INCYDE

N e
B HIP/HIP 2.0 [FKKZ20b, FKKZH20) e e e
. Encrypt
B Improvement of TrustEV for secure generation, R Key
storage, provisioning, use, and revocation of PnC credentials Mc """""""""""""""""""""""""""""""""" —— [ Ose eyl |
B Protection against backend compromise Xy i
B Secure (a) ISO 15118-20
B Private keys never leave the TPM ——
B Only public keys are stored in backends RO Certificate
B Backwards compatible T ’“‘“""g;,;;;;; """"""""""""""""
. . MO ISO :
B HIP2.0 provides additional features,e.g., ...l <
1 iFi oo Generate Use
= Suppprtlng the u§e of ce'zrtllflcate p'o'ols N EVCC pas e
B Easyintegration into existing Certificate Authorities (CAs)and - S L SR SR, B - :
orm c o Generate : ecry
processes such as Certificate Signing Requests (CSRs) TPM Key Sign CSR CEIHEEE:E »| Use Key

©C. KrauR | INCYDE | HDA

(b) Protocol Extension HIP-20

[FKKZ20b] A. Fuchs, D. Kern, C. Krauf3, M. Zhdanova. HIP: HSM-based Identities for Plug-and-Charge.
13th International Conference on Availability, Reliability and Security (ARES), 2020

[FKKZH20] A. Fuchs, D. Kern, C. Krauf3, M. Zhdanova, R. Heddergott. HIP-20: Integration of Vehicle-
HSM-Generated Credentials into Plug-and-Charge Infrastructure, In ACM Computer Science
in Cars Symposium (CSCS), 2020.

30



HIP - Processes -1 INCYDE

3. Generate Provisioning Certificate OEM MO
with Certificate Extension: 7\ £
. Public SRK and Policy PCR N : 10. Generate Corftract Cgrtlflcate
and Encrypt It with Public SRK
2. Send Public 1

Provisioning Key
and Public SRK

4. Provide
Provisioning / , 11. CertRes
Certificate ¥ : 8. CertReq L
EV , | CP
TPM Internal |\ - 2Lerles !
[ Storage Root ] TPM] o | W.\ . }H
Key (SRK) =t 1 eontract Key LS
/\ Lo _ 1
1. T Policy A Includes Encrypted
rovisioning ee
| Key g. . e Platform Contract Certificate
Configuration
_' Ei Policy Registers
6. Contract Key PCR (PCRs)
¥ 44

©C. KrauR | INCYDE | HDA 31



SR ] INCYDE

B TrustEVandHIP/HIP2.01SO 15118 Extension
B TPM 2.0-based security architecture

B Protection of ISO 15118 PnC credentials
B Secure key storage with TrustEV in the EV
B Secure key generation in the EV with HIP / HIP 2.0
B Key usage authorized to trustworthy EVs only

B Seamless Integration Demonstration and Evaluation PoC
B Compatibility to ISO 15118

B Minimal overhead

B Backwards compatible

B Changes proposed to ISO standardization
(parts have been included in 2"9 Edition of ISO 15118)

©C. KrauR | INCYDE | HDA 32
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Conclusion [-1 INCYDE

B Electric mobility will be important part of our mobility

B Many attacks may be possible
B Attacks on billing
B Attacks on privacy (movement profiles)
B Attacks on the power grid
o ...
B We developed hardware-assisted security and trust solutions for
B Protecting ISO 15118 PnC credentials (in EV and backend) [FKKZH20, FKKZ20a, FKKZ20b]
B Ensuring the trustworthiness of EVCC and BMS [FKKZ20c]
B Privacy-preserving billing using DAA [ZSZK18]
B Securing CPs [KKZ19]
a ..

B Parts of our research were adopted in the 2" Edition of ISO 15118

©C. KrauR | INCYDE | HDA 34



Future Work -1 INCYDE

Bl Security and privacy requires additional research
B Reliable threat models and impact analyzes (e.g., on power grids)
B Improved security protocols, e.g., alternative authentication based on Self-Sovereign Identities

B Integration of cryptographic agility and use of post quantum cryptography (PQC)

B cf. for example our work on post quantum TLS on embedded systems [BKNS20]

B (Formal) analysis of e-mobility communication protocols

B cf. for example our work on formal analysis of SecOC [LZK20] and SOME/IP [ZKLK21]

B Adaption and integration of the research results into upcoming standards

©C. Krauf | INCYDE | HDA 35
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